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In this Newsletter 

• Annual State Agency Privacy Assessment Report 
• Legislative Session – Status of Privacy Related Bills 
• Washington State Data Breach Report 2023 

Annual State Agency Privacy Assessment Report 

As required by RCW 43.105.369, Western participates in an annual privacy review of 
agency practices to measure privacy maturity across state agencies. The information 
is used by the Washington’s Office of Privacy and Privacy Protection to submit 
performance reports to the legislature and develop needed resources and trainings to 
help agencies mature their privacy programs. The goal is to establish an 
understanding of current privacy practices of state agencies, not to measure or audit 
compliance with specific laws or standards.  

Some of the agency comparisons presented in the report include: 

 

https://nam11.safelinks.protection.outlook.com/?url=http%3A%2F%2Fadmissions.wwu.edu%2F&data=05%7C02%7Cgantn%40wwu.edu%7Ce89e0cc351e04d86669e08dc269aa091%7Cdc46140ce26f43efb0ae00f257f478ff%7C0%7C0%7C638427692794326828%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2FdYo3fQ5w8uuHMUuabMG3GgQ%2FSShE0l%2BU9cVrFbbF70%3D&reserved=0


• Types of data handled by agencies 
• Agency privacy staffing levels 
• Agency wide privacy training 
• Existence of agency privacy policies and privacy notices 
• Agency controls for data breaches 

Click here to review the 2023 State Agency Privacy Assessment Report. 

Washington State Legislative Session Update 

The following privacy related bills were listed in the January newsletter as being 
introduced for the 2024 legislative session. See the status of each bill below. All three 
are related to artificial intelligence. 

HB 1934: Establishing an artificial intelligence task force. Status: Alive 

HB 1999: Concerning fabricated intimate or sexually explicit images and depictions. 
Status: Alive 

HB 1951: Promoting ethical artificial intelligence by protecting against algorithmic 
discrimination. Status: Dead 

Washington State Data Breach Report 2023 

In addition to noting the Attorney General’s recommendations to the state legislature, 
the report highlighted: 

• The number of data breach notices for 2023 was the 3rd highest since 2016.  

• Primary causes of the breaches were: 

o 60.91% caused by a cyberattack  
o 31.6% caused by unauthorized access (i.e., access to a network or 

sifting through hard copy documents) 
o 7.5% caused by theft or mistake (i.e., stolen laptop, or an administrative 

mistake) 

• The specific types of personal information exposed through the reported 
breaches included the following: 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwatech.wa.gov%2Fsites%2Fdefault%2Ffiles%2F2024-02%2FFinal_Privacy%2520Assessment%25202023_0.pdf&data=05%7C02%7Cgantn%40wwu.edu%7Ce89e0cc351e04d86669e08dc269aa091%7Cdc46140ce26f43efb0ae00f257f478ff%7C0%7C0%7C638427692794337064%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2Bvu%2B5yqwgOhKh2ztwdWxHRGbRmShC4rCzlQN%2BfD%2BkwI%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fapp.leg.wa.gov%2Fbillsummary%3FBillNumber%3D1934%26Initiative%3Dfalse%26Year%3D2023&data=05%7C02%7Cgantn%40wwu.edu%7Ce89e0cc351e04d86669e08dc269aa091%7Cdc46140ce26f43efb0ae00f257f478ff%7C0%7C0%7C638427692794345582%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=oFyBfi8dqPOY9waiScjsRW5alQkl0EpAS%2F%2Bk2MH1OBQ%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fapp.leg.wa.gov%2Fbillsummary%3FBillNumber%3D1999%26Initiative%3Dfalse%26Year%3D2023&data=05%7C02%7Cgantn%40wwu.edu%7Ce89e0cc351e04d86669e08dc269aa091%7Cdc46140ce26f43efb0ae00f257f478ff%7C0%7C0%7C638427692794352485%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=rrqTzp5X6iqDdyy6BaUj1yzCND6Xsa4I%2BsQo2Rqyscc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Fapp.leg.wa.gov%2Fbillsummary%3FBillNumber%3D1951%26Initiative%3Dfalse%26Year%3D2023&data=05%7C02%7Cgantn%40wwu.edu%7Ce89e0cc351e04d86669e08dc269aa091%7Cdc46140ce26f43efb0ae00f257f478ff%7C0%7C0%7C638427692794359149%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=UuvECyQKE8y%2BiHc2HdExSc%2BnFG5Ji6aJyiCaV9KEYhA%3D&reserved=0


 

 

 

Please send in your content comments, suggestions, and questions to 
mailto:compliance.matters@wwu.edu 

Nicole Goodman 
University Compliance Officer / HIPAA Privacy Officer 
Risk, Ethics, Safety, and Resilience 

 

 

 
This email was sent by:  

Western Washington University  
University Compliance Services  

 

mailto:compliance.matters@wwu.edu


516 High Street  
Bellingham, Washington 98225  

Western Washington University does not discriminate on the basis of race, color, creed, religion, national origin, 

sex (including pregnancy and parenting status), disability, age, veteran status, sexual orientation, gender 

identity or expression, marital status or genetic information in its programs or activities. Inquiries may be 

directed to the Office of Civil Rights and Title IX Compliance, Title IX and ADA Coordinator, WWU, Old Main 

345, MS 9021, 516 High Street, Bellingham, WA 98225; (360) 650-3307 (voice) or 711 (Washington Relay); 

crtc@wwu.edu.  

WWU is committed to providing reasonable accommodations to qualified individuals with disabilities upon 

request. To request an accommodation, please contact Disability Access Center, Wilson Library 170, (360) 650-

3083 (voice) or (360) 255-7175 (VP), drs@wwu.edu. One week advance notice appreciated. To request this 

document in an alternate format, please contact the Office of Admissions, (360) 650-3440, 

admissions@wwu.edu.  
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